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ITOJIOKEHUE
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«enTp pa3Burus pedeHka — gerckuii caj Ne 159 r. BinasjuBocToka»

1. O0muMe 1o/1I0KeHHus

Hactosimmee TTonoxkeHue orpeziesnisieT TpeboBaHUS M0 obecrieueHHI0 6e30macHOCTU
aBTOMAaTU3MPOBaHHOM WH(MOpMalMOHHOKW cucteMbl (manee - AWMC) [OLIKO/IBHOTO
obpa3oBaresibHOTO yupexzaeHusi (ganee — Omepatop). AVC mpexcraBisier cobout IT-
cucTeMmy, Tipe/iHa3HauUeHHYIO [IjIsi aBTOMaTU3al[|u polieccoB (popMUpoBaHusi, 00pabOTKH U
aHa/M3a HGOPMaIMK 10 OCHOBHBIM HarlpaBieHUsM fiesiteibHOCTU OrnepaTopa.

OCHOBHBIMU (PYHKIIMOHA/IbLHBIMU BO3MOXKHOCTSIMUA AVIC Oneparopa sIBASIFOTCS:

dbopMupoBaHue, xpaHeHHe U OOHOBJIeHUe CBeZleHU O CTPYKType TopaszeeHui,
rpynn Orieparopa;

dbopmMupoBaHue, XxpaHeHHe ¥ OOHOBNeHWe CBe/leHHI O TefarorudyeckoM COCTaBe U
WHBIX COTPYAHUKAX nofpasaeneHuii Oneparopa;

dbopmMupoBaHue, XpaHeHe W OOHOBJIeHUWe CBefieHW 00 WHAWBUYa/bHBIX TIaHAX
paboThI MeJaroruueCcKoro COCTaBa;

dbopmMupoBaHue, XpaHeHHe W OOHOB/eHUe CBefleHHH 00 yueOHOM TuTaHe W WHBIX
naHax OniepaTtopa;

dbopMHupoBaHUe, XpaHeHe W OOHOBJIEHWe CBeZIeHW O Harpy3Ke Iearornyeckoro
COCTaBa;

dbopMupoBaHue, XpaHeHHWe W OOHOBJeHHe CBeleHMM O HayyHoW U yueOHO-
MeTOAUUeCKOW JMTeparype (MeToAWuecKWe peKoMeHZaluu, ydeOHble mocobwus,
MoHorpaduu, myosuKaluy, MHOe), BK/ItoUasi pa3paboTKy Telaroruueckoro CoOCTaBa;

dbopmMupoBaHue, XpaHeHWe U OOHOB/IeHWE CBeleHHN O BOCIUTaHHUKaX W UX
3aKOHHBIX TPe/ICTaBUTEISX;

dbopmMupoBaHue, XpaHeHHMe U  OOHOBJIeHWe  CBeJleHWH O  pe3yabrarax
oOpa3oBarebHOTO MPOIiecca;

aHaJMTHUeCcKasi o0paboTka wuHGoOpMaIlMd O MpPOBeAeHHH 00pa3oBaTeIbHOro
riporiecca.

B kauectBe wuHbopmaiuu, nogjaexaimler 3amure B AWC  Omnepartopa,
paccMaTpyBarOTCS:

TepcoHa/ibHbIe TaHHbIe TIelaroruyeCcKOr0 COCTaBa U UHBIX COTPY/IHUKOB,;

TepCoHa/IbHbIE JJaHHbIe BOCITUTAHHUKOB, B TOM UHC/e W JJaHHble 00 WX 3aKOHHBIX
Npe/ICTaBUTEISIX;



NepcoHalbHble  JlaHHble  COTPYAHWUKOB  aJIMUHUCTPATHBHO-XO3SMCTBEHHBIX
LN (2315178

OCHOBHBIMM TPyMIIAMU YIPO3, Ha TTPOTUBOCTOSIHME KOTOPBLIM HarlpaBjieHbl LIeJd U
TpeboBaHUs 6e30T1aCHOCTH, SIB/ISIIOTCS:

yrpo3bl, CBSi3aHHble C OCYILeCTB/eHMeM HeCaHKLMOHUPOBAHHOTO JOCTYyTa
(o3HakomieHUs1) C WHQOpMaLWel, cofepykaljeli CBefileHHUsT O TepCOHaNbHBIX JaHHBIX
pabOTHUKOB M BOCIIMTaHHUKOB, MpH ee 00pab0TKe U XpaHEeHUH;

yrpo3bl, CBsi3aHHble C HECAHKIMOHUPOBAaHHBIM KOMMUPOBaHUEM (XUIL[eHHEM)
uHbOpMaIuK, Ccofiepkailell CBeleHHsT O TepCOHANbHBIX [JaHHBIX pabOOTHUKOB W
BOCTIMTAHHUKOB,;

yrpo3bl, CBs3aHHbIE C OCYLeCTBAeHHeM JOCTyna K HH(OpMaLuu, cofepiKallei
CBeJIeHUsI O TIepCOHAIbHBIX IaHHBIX paOOTHHUKOB 1 BOCITUTaHHUKOB, O3 pa3pellieHust Ha TO
ee B/a/ienblia (CyObeKTa mepCcoHa bHbIX JaHHBIX);

yrpo3bl, CBsI3aHHbIE C HapyLlIeHUeM MopsiKa A0CTyna K UHQOpMaLiY, CofleprKaliieit
CBeJleHUs] O TePCOHA/IbHBIX [JlaHHBIX DPAOOTHUMKOB M BOCIUTAHHUKOB, Tiepe/iaBaeMoi
3aMHTEepeCOBaHHBIM JIULIaM;

yrpo3bl, CBsi3aHHble C TiepexBaToM HWH(GOpMaLUK, Cofiepailleld CBeJeHus O
MepCOoHa/IbHLIX JJaHHBIX PAOOTHUKOB M BOCTIMTAaHHUKOB, M3 KAHAJIOB Tepeiau AaHHBIX C
WCTI0/Tb30BaHUEM CITel[iaIu3upOBaHHbBIX MPOTPAMMHO-TEXHUUEeCKUX CPe/ICTB;

yIpo3bl, CBsA3aHHbIe C moTepei (yTparoii) uHdopmaly, cojepykalljeli cBeJjeHUs O
TepCOHa/IbHBIX JAHHBIX PAOOTHUKOB W BOCIMTAaHHWKOB, BCJ/IeACTBUe COOeB (OTKa30B)
TIPOrPaMMHOTO U afrapaTHOTO obecrieueHNs;

yrpo3bl, CBsi3aHHbIe C BHeJAPeHHEM KOMIBIOTEPHBIX BHPYCOB U  JIPYrOTO
BPeJJOHOCHOTO MPOrpaMMHOT0 00ecrieueHus;

yTpo3bl, CBSI3aHHBIE C OCYIIIeCTBIEHEeM HeCaHKIJMOHUPOBAHHBIX MH(OPMAI[OHHBIX
BO3/IefiCTBUIA (HarpaB/IeHHBIX Ha «0TKa3 B 00C/Ty>KWBaHUM» [IJisi CEPBUCOB, MOAUDUKALINIO
KOH(UTypaI[OHHBIX JAHHBIX TIPOrpaMMHO-aIapaTHbIX CpeACTB, rozsbop
ayTeHTU(UKALIMOHHOM MH(OPMAaLIUU U T.I1.).

dyHKLMOHa/IbHBIe TpeboBaHuUs1 6e30MaCHOCTU 0XBAThIBAIOT:

TpebOoBaHUs K OCYII[eCTBIEHHIO ayAuTa 0e301acHOCTH;

TpeboBaHUs K 00eCIeueHHIo TIO/[/TMHHOCTH CyOBeKTOB 00MeHa nH(opMalrei;

TpeOOBaHMS K KpUMITOTpadhuueCcKoi MofIepPiKKe;

TpeboOBaHMs K 3amure WHGOPMAI[MH, COAep’Kalllell CBeeHHs O TepPCOHATbHbBIX
JAHHBIX paOOTHUKOB Y BOCTIMTAHHUKOB,

TpeboBaHMS K MIeHTHU(hUKALIMY U ayTeHTU(hUKALMY TIo/b30Bareneit AVC;

TpeGOBaHUs K YIIpaBaeHHt0 0e30TMacHOCTHIO;

TpeOOBaHUs K 3allliTe CUCTeMbl 6@30TaCHOCTH.

2. OcHoBHbIe (PyHKIIMOHA/IbHBIE BO3MOXHOCTH AVC,
CBsiI3aHHbIE C o0ecrieueHHeM 0e30mMacHOCTH (3aluToi uHGopMayu)

2.1. 3ammra JaHHBIX Tob3oBarensi AVUC moKHa OCYIIEeCTBIATh PYHKIIUUA
1 TONUTUKY U30MpaTeNbHOTO (OMCKPEIMOHHOTO0) YIIPaBJIeHHUS OOCTYIIOM.
W3bupaTenbHOEe  yIIpaBJeHHEe  OOCTYIIOM  HOJKHO  MPEeOoCTaBIISATh
BO3MOXHOCTH OI'pPaHUYUBATL M KOHTPOJIUPOBATHL OOCTYIl K CUCTEeMe U K
rH(popMalmu, cogepxkalllel CBeJeHUS O IIePCOHAaIbHBIX JaHHBIX.

Kaxapii [Tonb30BarTesib, NbITAOMMKACA NOAyYduTh A0CcTyn K AVC, cHauana J0/mKeH
MPOXOJUTh MPOLEAYPY WUAeHTU(PUKALMM U ayTeHTU(PUKaLMW, a 3aTeM, MNPU MOMbITKAax



MoJiyueHUsl [IOCTyna K aKTWBaM, — aBTOpU3al[dio, T.e. TIPOBEPKY pa3peleHui
[Tosib30BaTe/Is IO OTHOIIEHHIO K KAKOMY-TM0O0 3allUIIlaeMOMY aKTUBY.

B AUC goctyr K nHpopMaliy J10/KeH ObITh pa3pelieH TOIbKO YIIOTHOMOUYeHHBIM
Ha 370 [Tonb3oBartensaM. Mogesb 3aiuThl AVC 0o/KHA BK/IIOYaTh KOMITOHEHTBI, KOTOpbIe
peanu3yloT KOHTPOJIb CyOBEKTOB AOCTYyIIa, AeWCTBUM, TpeArnpHHUMAaeMbiX KOHKPETHOM
CYIIIHOCTBIO T10 OTHOIIIEHUIO K 00BEeKTY A0CTYyTIa.

Kaxkaplii 00beKT AocTyma, TnpeacTtaBieHHblli B AVIC, momkeH OBITH OJHO3HAYHO
acCoLMMpOBaH C HabopoMm arpulOyToB 0€301MaCHOCTH, OMpeAeNsIoNMX 0e30MacHOCTh
3aiuinaeMoro obbekra. [laHHBI Habop arpubyToB [Jo/DKeH (OPMUPOBATHCS TIpH
co3/jaHuM 00beKTa W BIOC/IEACTBUA MOXKET MEHSIThCS. V3MeHeHWe MX 3HAUeHUH [[O/DKHO
ObITb 0becrieueHo TobkO [Tosib30BaTeIsIM, UMEOLLUM CTaTyC B/iaZiesiblia 00beKTa, a TakKe
CyOBeKTaM, KOTOPBIM TTPe/JOCTaB/IeHbI COOTBETCTBYIOIIIME TIOJTHOMOYHSI.

ITpaBa mocTyma CyObeKTOB K 00beKTYy [JO/DKHBI OTpe/ieISIThbCsl TIOCPeCTBOM CITHCKA
ynpapyieHust goctyrom. CITUCOK YIipaBieHUsl AOCTYNOM JO0/DKeH BK/HOUaTh TepeueHb
T10/Tb30BaTe e, KOTOPLIM pa3pellieH AO0CTYIT K 00BEeKTY, a Takke Habop AOMyCTUMBIX Haf
00BEKTOM [1eHiCTBUA.

2.2. Aynut cobbiTuii 6e30macHOCTH.

ANC pomkHa obecrieuriBaTb HaOOp CpeACTB ayAuTa, IIpeAHa3HAUeHHBIX IS
MOHUTOPHHIA M 0OHapy’>KeHUsI HeyKeJslaTe/IbHbIX YCIOBUM, KOTOpble MOTYT BO3HUKHYTh, a
TaK)Ke COOBITHI, KOTOpble MOTYT TPOW30UTH B CUCTeMe. MOHUTODUHTI OTHOCSIIUXCS K
0e30MacHOCTU COOBITUM [IOJDKEH TI03BOJIATh OOHAPY)KWBaTh HapyIIHUTe/ell 6e301macHOCTH,
a TaK>Ke BBISBJISATH TIOTMBITKA HeCaHKIMOHUPOBAHHOTO Aoctyma K AVC wmu goctymna K
3auquiiaeMort  uHdbopMmalmu. B uacTHOCTM, — ompefenssi  TIOJIMTUKY  ayAuTa,
yIOJHOMOYeHHbIM aaMuHUCTpatop AWC Ao/mKeH MMeTbh BO3MOXKHOCTH OCYIeCTB/ISITh
ayUT TO/IbKO HEOOXOAMMBIX THUIOB COOBITHH 0e30MacHOCTH, TaKWX Kak HeyJauHble
TIOTILITKY TTOJK/TIOUeHUsT Tofb3oBarened Kk AVC. 3aruch pe3ynbTaToB ay[uTa COOBITUM
0€e301aCHOCTH [IOJDKHA OCYIIECTB/SATHCS B JKypHabl PErdCTPAliMM COOBITHH ayauTa,
JOCTYTI K KOTOPOMY JI0/DKeH ObITh pa3pellieH TO/IbKO YIIOJHOMOYeHHOMY aJMUHUCTPAaToOpy
ANC. TIpocMOTp >KypHalOB pervcTpauyyd COOBITUN ayguTa [OJDKEH BBITIOMHSETCS C
ucrnonb3oBaHueM cpeiactB AVC (crnelirasvu3vpoBaHHBIX WHCTPYMEHTAbHBIX CPEJCTB).
IaHHbIe CpeCTBa AO/DKHBI MPEeAO0CTaB/sATh BO3MOKHOCTh MOHHUTOPWHTA W PerucTpaluu
TOJBKO TeX COOBITHM ayjuTa, KOTOpble YAOBAETBOPSIIOT 3aflaHHBIM KDUTEPUSIM, UTO
TI03BOJIUT OTPAaHUYUTL 00BEM JIaHHBIX, COOMpPaeMbIX 0 COOBITHSIX Oe30MacHOCTH.

2.3. pentudukaiys v ayTeHTUDUKALUS.

AUC pomkHa TpeboBaTh, uT0ObI BCe CyOBEKThI [OCTyNa YHHKAIbHO
WeHTUGUILMPOBA/IUCh U ayTeHTU(hULIMPOBaIUCh rpu Aoctyre K AVIC ¢ romolisio BBoja
uaeHTudbrKatopa U mapons. VaeHTudukalms W ayTeHTUPUKAIUsA  IO/DKHBI
OCYIIIeCTB/IATLCSI /10 BBITIOJTHEHUsST CYyOBEKTOM JIOCTyIa Kakux-mmbo pgevictBuii. AUC
JOJDKHa TIof/lep>kKuBaTh ayTeHTU(UKaluio [lonb3oBaresieli BMecTe C MX aBTOpU3allvei.
[IpemycMaTpuBaeTcsi, uTo aBTOpu3aliusi Ilosib30Baresniedt MpejcTaBiAseT HayalbHbIN
YPOBeHb /17151 pa3pelilieHus JOCTYIIa K JIOKaTbHbIM U CEeTEBBIM peCypCaM.

AWNC pomxHa obecrieurBaTh XpaHeHHe Tapojieli B TipeoOpa3oBaHHOM dopMare.
ANC pomKHa TIpeOCTaBISATbL CpPeACTBA YCWIeHHsT 0e30MacHOCTH Tlapojiell uepes
WCTIO/Tb30BaHWe MeXaHWU3MOB, TI03BOJISIOIIMX OIpe/le/IUTh MUHUMA/IbHYIO [JIMHY, BPeMs
JericTBus (MUHHUMAaAbHOE W MaKCHMajbHOE), 3aJaTh TpeOOBaHMe YHHKAIbHOCTH (He
TIOBTOPSIEMOCTH) U BPeMsI CMeHbI MapoJisl.



AVC pomkHa TIpeoCTaBlASTh MeXaHW3M OJOKMpDOBAHUS yUeTHOW —3arucH
T0J/Ib30BaTe/Isl TIOC/e ONpeJe/IeHHOTO KOJIMUeCTBa MOMNbITOK BBO/IAa HEMPABU/ILHOTO UMEHU
W/WIK TIapoJisi TIOb30BaTesisi 0 ee pa30yokvpoBaHusi aaMuHUcTpatopoM AVC umm 1o
HCTeueHUU BPeMeHH [IeHiCTBYS, 3a/IaHHOTO /IS CUeTYrKa O/I0OKMPOBKH.

2.4. 3ammTa cucTemMbl 6€301aCHOCTH.

ANC pomKHa TpeAoCTaBIsATh PsAll BO3MOKHOCTEM s obecrieueHUs] 3all[UThI
cucteMbl Oe3omacHOCTU. M30slyst TIPOL[eCCOB U TOAJepKaHusl joMeHa 0e30macHOCTH
JOJDKHBI 00ecrieurBaTh 0e30macHoe BhIMoMHeHHe QYHKIMNA cucTeMbl 6e3oracHoctu AVIC.
Bo3moxxHOCTB OCYILIeCTBIEHUS MepruoAnU€eCKOro TeCTUPOBaHUS cpenbl
dynkimorupoBanys AVC (armmapaTHOM yacTH) ¥ COOCTBEHHO caMHUX (YHKI[UN CHCTeMBbI
6e3omacHoctu AVIC momkHO obecrieurBaTh To/jiep/KaHie YBepeHHOCTH aZIMUHUCTpaTopa
AVC B 1e/IOCTHOCTA UM KOPPEKTHOCTU (PYHKIIMOHHUPOBaHUSI (YHKIMI CUCTEMBbI
6e3011acHOCTH.

3. OcHoBHbIe QyHKI|MOHA/IbHbIE BO3MO)XHOCTH MOBBIILIEHUS HAJ€KHOCTH

ANC pomkHa obecrieurBaThb HaZIe)KHYIO 3alllUTy AAHHBIX OT HeIpeBU/IeHHbIX
cO0eB WM OTKAa30B CUCTEMbBI, obecrieurBasi C/iefyIOIIie BO3MOXXHOCTU T10 TIOBBIIIEHHUIO
Ha/|e)KHOCTH.

3.1. Pe3epBHOe KONMpOBaHue JaHHbIX.

B AWC fgomkHbI BXOOWUTHL CTaHAapPTHBIE CPeZCTBa MpeJoTBpallleHrs TI0TepU JaHHbIX
M UX BOCCTAHOBJIEHUs B C/lydae BO3MOKHBIX cOoeB. VIMeroiiyecst cpe/icTBa pe3epBHOTO
KOTTMPOBAHUs NOJDKHBI TIPEZIOCTaB/IsATh [1ob30BaTesisiM BO3MOYKHOCTb BbIOOpA pa3/iiUHbIX
CTpaTervii pe3epBHOTO KOIMPOBaHUs, 00ecreunBaroix HeoOX0AUMbIM YPOBEHb 3all[UThI
JaHHBIX B C/Tydae BO3HUKHOBeHUSI cO0oeB B paboTe cucTeMbl, IpU 3ToM Ilosb30Baresnsim
JIOJDKHA TIPeIoCTaB/IATbCS BO3MOKHOCTD BBITIO/IHEHKSI Pe3ePBHOI0 KOMMMPOBAHUS JaHHBIX
Ha HeCbeMHbIE U CheMHbIe YCTPOUCTBA XPaHEHUSI.

3.2. BoccTaHoB/ieHre CUCTeMBI.

@DYHKI[MOHA/IbHbIE BO3MOXXHOCTU BOCCTAHOB/IEHUSI CUCTEMbI [JO/DKHBI TMO3BOJISATH
Bo3Bpaiath AVC B cocrosiHue, mpefiiecTBytoliee cooro. IIpu 3tom B AVIC He [0/KHO
TIPOMCXOAUTD MOTepH (/OO0 TOTepU [JO/KHBI ObITh MUHUMAJTbHBI) M UICKa)KeHUsT JAHHBIX.

3.3. CpencTBa aAMUHHUCTPUPOBAHUS, YIIPAB/I€HUS U TIOAJEPHKKHU.

B coctraB AWNMC pfAomkHB OBITb WHTETPUPOBaHBI Tpaduueckre CpeCcTBa
a/IMUHACTPUPOBAHUS  W/WIA  YTWIATBI ~ KOMaHAHOW  CTPOKH,  0bOecreurBaroIiye
3¢ dekTHUBHOE MoTHOMACIITabHOe U THOKoe yripaB/ieHue (B TOM UKCie MOHUTODUHT).

4. Cpepa 6e3onacHoctu AVIC

4.1. Mopenu yrpo3s, xapakrepHsie gy AVC.

4.1.1. Ocy1iuecTBieHre HeCaHKLMOHMPOBAHHOIO O3HAKOMJIEHUS C MepPCOHAaJIbHbIMU
JAaHHBIMU PaOOTHUKOB W BOCITUTaHHUKOB.

VICTOUHUKY yTpO3bl — BHELIHUM 3/I0yMbIIILJIEHHUK.

Criocob6 (MeTon) peanu3aljdyd yrpo3bl — IMepexBaT HH(OpPMaIMKM U3 KaHa/IOB
repeiaur JaHHbIX C WUCIOJb30BaHMEM CIIeLiMaIM3UPOBaHHbBIX TIPOrPAMMHO-TeXHUYECKUX
CPeCTB.

Vcrionb3yemble  yA3BUMOCTH — BO3MOJKHbIE HEJOCTaTKA MeXaHW3MOB 3all[UThl
vHbopMallUM TIpU ee Tiepefade TI0 KaHajgaM [iepefauyu [aHHBIX, CBSI3aHHbIE C
BO3MO)XHOCTbIO HeCaHKI[MOHUPOBAaHHOTO O3HAaKOMJIeHHUsI C TepefaBaeMol UH(opMalyei
TPeTbUX JIULI.



Buj vHbopMalyy, oTeHI[MaabHO MTO/IBePKeHHOM yTrpo3e — repCcoHa/bHbIe JaHHbIe
pabOTHHKOB M BOCITUTaHHUKOB.

HapyiraeMoe cBoiicTBO 6e301acHOCTH — KOH(MHAEHIIUATbHOCTb.

B03MOKHBIE TTOCTECTBUSI Pea3aliid yrpo3bl — HaHECEeHHS MOpaIbHOTO W/WIH
MaTepHuabHOTO yiriepOa yuLyy, GUrypupymoiieMy B riepexBadyeHHON UH(POPMaLIUH.

HaHeceHue KOCBeHHOTO MaTepyaabHOro yiijepba 00pa3oBaTelbHOMY yUpeXX/eHUIO.

4.1.2. Ocyl1ecTB/ieHYe HeCAaHKLIMOHUPOBAHHOIO O3HAKOMJIEHUs C MepCOHAa/IbHbIMU
JaHHBIMU PaOOTHUKOB U BOCITUTaHHUKOB 1 MX MOU(HUKaLKs (B TOM UKCIIe ToMeHa).

M CTOYHMKM yTPO3bI — BHEIIHUY 3/I0YMBbIIILJIEHHUK.

Crioco6 (MeTon) peanu3al[iid Yrpo3bl — IepexBaT HH(GOPMAI[MM W3 KaHaJoB
repefiauM JJaHHBIX C KCIIO/b30BaHUEM CITel[Ha/IM3UPOBaHHBIX MMPOTrPAMMHO-TEXHUYECKUX
cpenctB; Moaudukanms (B TOM UHC/Ie TIOAMeHa) TiepexBaueHHOW WH(opMaluu U
HaBsI3bIBaHME JIOKHOU MHMOPMAI[UH.

Vcnonb3yeMble ySI3BUMOCTH — HEeZIOCTaTKA MeXaHW3MOB 3all[UThl HHPOPMALK TIPH
ee Tiepefauye TI0 KaHa/laM T[lepe/laud  JIaHHBIX, CBfA3aHHbIE C BO3MOYKHOCTBIO
HECAaHKIIMOHUPOBAHHOTO O3HAKOMJIEHHUSI W MOAM(UKAIMK (B TOM UYHC/Ie ITOJMEHbI)
repefiaBaeMor UH(OpMaLuu.

Buj vHdopMalyy, rnoTeHLMa bHO MO/iBepXKeHHOM yrpo3e — repcoHasibHbIe JaHHbIe
pPabOTHHKOB U BOCITUTaHHUKOB.

Hapy1iiaemble cBoticTBa 6e30macHOCTU — KOH(GHAEHLIUATBHOCTD, 1[e/I0CTHOCTD.

Bo3MOKHBIE TIOCTEe[CTBUSI peasiM3allid yTrpo3bl — HaHECeHUS] MOpaTbHOTO W/W/H
MaTepHuasbHOTO yiijepba suily, GuUrypupyroiiemMy B TiepexBaueHHOW HMHGOpMaIUU H3-3a
HECAaHKIIMOHUPOBAHHOTO  PAaCKpbITHUS  KOH(UAeHIManbHOW  WMHGMOpPMALUd WM
pacIIpoCTpaHeHUs] PaCKPBITBIX AaHHbIX. HaHeceHre KOCBEHHOrO MaTepyaabHOTO yirepoOa
JIOIITKOJTbHOMY 00pa30BaTe/TbHOMY YUPeKIEeHUIO.

4.1.3. HapyiieHve JOCTYyIHOCTH, yTpaTa WIH HCKaXeHWe TpeloCTaB/IsieMbIX
TepCOHA/bHBIX [JJaHHBIX PAOOTHHWKOB W BOCIIMTAaHHUKOB BC/IeCTBHE CO0OeB (OTKA30B)
TIPOrPaMMHOTO U arrapaTHOTO o0ecrieueHusl.

VIcTOUHMKH yTpO3bI — MPOrPAaMMHOE U arrapaTHoe obecrieueHue.

Crioco6 (meron) peamu3aljid yrpo3bl — cOou (OTKa3bl) IIPOrPaMMHOTO U
anrapaTrHoro obecrieyeHus.

Hcnonb3yeMble yA3BUMOCTUA — HeZIOCTaTKA MeXaHU3MOB 00ecrieueHus JOCTYITHOCTU
TpebyeMoii nH(OpMaLMK, CBsi3aHHbIe C BO3MO)KHOCTBIO OJIOKMPOBaHUS TPeA0CTaBIeHUS
vHbOpMaIMK Ha HeIOMyCTUMOe BPeMs.

Buj nHbopMalyy, oTeHIMa bHO MO/IBepXKeHHOM yTrpo3e — repCcoHa/bHbIe JaHHbIE
pabOTHHKOB M BOCITUTaHHUKOB.

Hapy1raeMoe cBoicTBO 6€301acHOCTH — JJOCTYITHOCTb, I0CTOBEPHOCTD.

B03MO)KHBIE TIOC/IEZICTBUSI  peanM3al[ii  yIrpo3bl — HapyIlleHHe CO CTOPOHBI
o0Opa3oBaTe/lbHOTO  yUpeX/eHHsT B3ITbIX Ha cebs o0si3aTesibcTB 1o 0OpaboTke
MepPCOHA/IbHBIX [JaHHBIX PaOOTHUKOB M BOCITUTAHHHUKOB M MOXKET TIPUBECTU K TIPSIMOMY
WIA KOCBEHHOMY  MaTepuajbHOMy  yIiiepOy /IOIIKOJILHOMY  oOpa3oBarenbHOMY
yUpeX/IeHUIO.

4.1.4. HapyiieHue cOr/iacCOBaHHOCTH JAHHBIX B ITePCOHAIbHBIX JAHHBIX PAOOTHUKOB
M BOCIIUTAaHHUKOB BCJeACcTBUe CO0eB (OTKAa30B) TPOTPaMMHOIO U  arlliapaTHOTO
obecrieueHus], a Tak»ke OLITMOOK MepcoHaa JOIIKOILHOr0 06pa3oBaTelbHOTO YUpeKIeH!s.

WcTouHMKM yTrpo3bl — MpPOrpaMMHOe U armaparHoe obecrieueHre, T1€PCOHA
JOIITKO/TbHOTO 00pa3oBaTe/IbHOTO YUpPesKIeHMs.



Crioco6 (MeToz) peanv3aniiu yrpo3bl — cO0oM (0TKa3bl) MPOrpaMMHOT0 obecrieueHust
1 OIIIMOKM IepCcoHasia I0MKO/JILHOTO 00pa30BaTe/IbHOTO YUPEXK[eHHSI.

Hcnonb3yeMble  YA3BUMOCTA ~ — HEIOCTaTKH  MEXaHHW3MOB  00ecIieueHuUs
cornmacoBaHHOCTU JaHHbIX B b/l AWC, cBfA3aHHbIe C BO3MOXXHOCTBK) HapyllIeHUs
COT/IaCOBAaHHOCTH.

Bua vHdopMaiiyy, roTeH1[Ma/ bHO M0/[Bep)KeHHOM yrpo3e — MepCcoHasibHble JaHHbIe
pabOTHUKOB M BOCTIMTAHHUKOB.

Hapyimiaemble cBoiicTBa 6€3011aCHOCTH aKTHBOB — I0CTOBEPHOCTD, 11€/I0CTHOCTD.

Bo3mo)kHble ~ TMOC/IeNCTBUS  peajv3alldd  Yrpo3bl  — paccoIjlacOBaHHWe B
TIePCOHA/ILHBIX TaHHBIX PAOOTHUKOB M BOCIMUTAHHMKOB, XpaHUMbIX B B/l AWC, uro, B
CBOIO Ouepe/ib, TIpUBeJleT K BO3MOXXKHOMY HaHeCeHWsI MOPaJIbHOTO W/W/IM MaTeprUaibHOrO
yiepba JoIIKoIbHOMY 00pa30oBaTe/lbHOMY YUpeXKAeHHUI0.

4.1.5. OcyiiectBieHde AocTyna (0O3HAaKOMJIEHUS])) C TI€PCOHAJbHBIMU TAHHBIMU
BOCTIMTAaHHWKA, XpaHUMbIMA M oOpabartbiBaeMbiMu B AMC, 6e3 cornacus cyObekTa
MepCOHabHBIX JAHHBIX (3aKOHHOTO Mpe/ICTaBUTe/s1) WIA OKOHUAaHWUSI CpPOKa [eUCTBUS
TaKOT0 COT/IacCHsl.

VIcTOUHUKK yrpo3bl — YIIOJTHOMOYEHHble Ha JOCTYyN K MepCOHa/bHBIM JaHHBIM
BHYTpPEHHME U BHeIIIHWe 10/Tb30BaTe/Iu.

Criocob6 (MeTo) peanu3aiiii yrpo3bl — OCYII[eCTB/IeHHEe A0CTYyIa K IepCOHaTbHBIM
JJaHHBIM BOCIMTAaHHUKOB C WCIMOJIb30BaHWEM IITAaTHBIX CpPeJCTB, IpeJj0CTaB/isseMbIX
TporpaMMHoO-araparHbiM 0becriedenrem AVIC.

Vicrionb3yemble ys3BUMOCTH — HEIOCTaTKM MeXaHM3MOB 3allluThl TepCOHATbHbBIX
JAHHBIX 00yYaroIerocs, CBs3aHHbIE C BO3MOXXHOCTBIO JOCTyTa K HUM 0e3 MHChMeHHOTO
cornacusi CyobeKTa repCOHa/TbHBIX JAHHBIX WM TTOC/Ie OKOHYaHHS CPOKa ero JeMCTBUS.

Bup vH@opMalyy, noTeHMalbHO MO/[BEP)KEHHON Yrpo3e — epCOHa/IbHbIE JJaHHbIe
BOCITUTAaHHUKOB.

Hapytraemble cBoticTBa 6e30macHOCTH — KOHGUEHINATLHOCTb.

Bo3mo)kHble  TIOC/eACTBUS ~ peajv3aldd  yrpo3bl —  HeCAaHKI[MOHMPOBAHHOE
O3HaKOMJ/IEHHWe C TepCOHaNbHLIMU [IaHHBIMM BeZleT K HaHeCeHWI0 MOpAJbHOTrO W/WIv
MaTepuaJbHOTO yiepba oOyuaromeMycs H3-3a HeCaHKIIMOHMPOBAHHOTO PaCKPbITHS
KOH(U/IeHI[MaTbHOM MH(MOPMaLIUU.

4.1.6. BHenpenve B MHGOPMAIMOHHYIO CUCTeMy 00Opa30BaTeIbHOTO YUpeXXAeHUs
BHUPYCOB M JIPYyTOr0 BPeJOHOCHOIO MPOrpPaMMHOI0 O0ecriedeHHs TPH B3aUMOEUCTBHH C
BHEIIIHUMH CHCTeMaMM, a TakK)Ke TII0/Ib30BaTe/IIMA C HOCUTe/lel HH(popMaliuu,
WCTIONTb3yeMbIX Ha aBTOMAaTH3UPOBAHHBIX pabourx MecTax.

VICTOUHUKK yrpo3bl — BHYTPEHHUE TIO/b30BaTe/lM W TMEepPCOHaa [JOLLIKOJIbHOTO
00pa30BaTeIbHOTO YUpeKAeH!s, BHEIITHHE CHCTEMBI.

Crioco6 (MeToJ) peanu3aliii yrpo3bl — BHeJpeHWe BUPYCOB U APYroro
BPEIOHOCHOTO TPOTPaMMHOIr0 obecrieueHusi TIPM  B3aUMOZEMCTBUM C BHEIITHUMH
cuctemamu (cdaiinoBbiii 00MeH, 3/IeKTPOHHAs TIoUTa U T.11.), @ TaK)Ke TMPU HCI0/Ib30BaHUHU
ChbeMHBIX HOCUTe/Iel nH(opMaI[ii Ha aBTOMaTU3MPOBAHHBIX pabOurX MecTax.

Vcrionb3yemble ysi3BUMOCTH — He[JOCTaTKM MeXaHW3MOB 3all[iThbl MTH(GOPMal[MOHHOMN
cucteMbl 00pa30BaTeNIbHOTO  YUPEXKJEHHsS OT BHEAPeHHs BHUPYCOB MW APYTrOro
BpPEIOHOCHOTO TIPOTPaMMHOT0 O0ecrieueHHs, CBSI3aHHbIe C BO3MOXKHOCTBIO BHEIPEHUS
BHUPYCOB U JPYTOT0 BPeI0HOCHOTO MPOTPaMMHOT0 00eCITeueHusl.

Bun wuHdbopmaluy, TMOTeHLMaNIbHO TIO/[BEp)KeHHOM yrpo3e — MpOrpaMMHOe
obecrieueHre THPOPMALIMOHHOM CHCTEMBI JIOIITKOTBHOTO 00pa30BaTe/IbHOTO YUpeKAeHYsl.



Hapy1raeMoe cBocTBO 6€3011acHOCTH aKTHBOB — 11€/I0CTHOCTD.

Bo3mo)kHbIe  TIOC/I€ACTBUS  peaju3aliuM  Yrpo3bl  — HapylleHWe  pPeXUMOB
(bYHKIIMOHUPOBaHHUS MH(OPMALMOHHON CHCTEMbI 00pa30BaTe/IbHOTO YUPEXKIEHHS, TIOTePSI
(yrpata) ¥ UCKaKeHWMe  uWH(MOpMalldWd, CHIWKEHWe  YPOBHS  3allUIeHHOCTU
MHGMOPMAIIMOHHON CHUCTeMbl JIOIIKOJBHOTO 00Opa3oBaTenbHOTO yupexxaeHus. BegeT K
BO3MOKHOMY MaTepUaJibHOMY YiiepOy AOIIKOIbHOTO 06pa30BaTe/IbHOTO YUpeXIeHHsl.

4.1.7. OcyiiecTB/ieHWe HeCaHKI[MOHUPOBAaHHbIX WH(MOPMalMOHHBIX BO3/I€HCTBUM
(MopuduKaLys KOHGUTYPALIMOHHBIX AAHHBIX MMPOrPAaMMHO-AIIApPaTHBIX CPeCTB, TIOA60p
ayTeHTU(UKALIMOHHON WH(OpMalMY U T.M.) Ha UH()OPMALIMOHHYIO0 CUCTEMY JOLLIKO/JIbHOIO
00pa30BaTeIbHOTO YUpeXXAeH! s, OCYIIIeCTB/ISIEMbIX U3 BHEIITHUX CHUCTEM.

VICTOUHUKY yTpO3bl — BHELLIHUE 3/I0yMBILLIEHHUKH, BHEIIIHUE CUCTEMBI.

Crioco6 (MeTo) peanu3alldy yTrpo3bl — HeCAaHKI[MOHUPOBAHHbIE WH(OPMAIJMOHHBIE
BO3JIECTBUSL C MCIIO/Jb30BaHUEM CIIel[Ma/IM3UPOBAaHHOIO MPOrpaMMHO-arapaTHOro
obecrieueHusl.

Vcrionb3yemble ysi3BUMOCTH — HEJJOCTaTKM MeXaHW3MOB 3all[UThbl HH(OPMAal[MOHHOM
CUCTEMbBI JIOIIKOJLHOTO 00pa30BaTe/IbHOTO yupeXXZeHUsi OT HeCaHKIIMOHUPOBAHHBIX
BHEIIIHUX BO3/IeMCTBUM.

By wuH(opMmaiuy, TMOTeHLMaJbHO TMOABEP)KEHHOM yrpo3e — MPOrpaMMHO-
arrapatHoe obecrieueHre WH(GOPMALIMOHHOW CHUCTeMbI [IOIIKOJLHOTO 0Opa3oBaTebHOTO
yupexaeHusl.

Hapyiiaemble — cBoiicTBa  0e301MacCHOCTM  aKTMBOB  — KOH(U/EHI[MATbHOCTB,
1[e/IOCTHOCTb.

Bo3MoXXHbIe — TIOC/TE[CTBUS  peanu3allid  yrpo3bl  — HapyllleHWe  Pe>XUMOB

(byHKI[MOHUPOBaHUST MH(OPMAL[MOHHOW CHUCTEMbI JIOIIKOJLHOTO —00pa3oBaTesibHOTO
yupeXXZieHusi, CHIWKeHWe YypOBHS  3alllUil[eHHOCTH UWH(GOPMAallMOHHOM  CUCTEeMBbI
JOIIKO/ILHOTO 00pa30oBaTeNbHOTO yupeXxaeHus. Beer K BO3MOKHOMY MaTepUaJbHOMY
yiepoy.

4.2. TTonvTrKa U 1jeu 6e3oracHoctu aias AVUC

AUC pomkHa obecrieuuTh C/lefiloBaHHe TIpUBEJEHHBbIM HI)Ke T[paBW/IaM
6e30macHOCTH:

HNomkHa ObITb oOecrieueHa peryvcTpalivs W ydeT TMOydeHUs (BK/IOUasi yKas3aHue
CpOKa [JeMCTBUs) COIJIaCUsi 3aKOHHOTO TIpe/CTaBUTe/s] BOCIMTAaHHWKA Ha 00paboTKy
TIpeJJOCTaB/IeHHbIX WM B JIOIIKOJbHOE 00pa3oBaTe/ibHOe YyupeXk[eHHe TepCOHaTbHbBIX
JAHHBIX.

HNomkHa ObITH ObecrieueHa BO3MOXKHOCThH HaZIe)KHOTO XpaHEHWs TepCOHaTbHbBIX
JAHHBIX PAOOTHUKOB U BOCITUTAHHUKOB (B TeueHUe AelCTBUSI CPOKA TPYZOBOTO JJOTOBOpa U
pa3peliieHusi (coryiacusi) Ha 06paboTKy MepCcoHabHBIX JAaHHBIX COOTBETCTBEHHO).

HNomkHa ObITH oObecrieueHa BO3MOXHOCTH Oe3oracHoro BoccTaHoBieHusi AVIC
nocsie c60eB 1 0TKa30B MPOrPaMMHOT0 00ecriedeHust U 000py0BaHUs.

HNomkHa ObITb ObecrieueHa 3aliUTa UHQPOPMALIUK, COCTaBJISHOIIel MepCcoHaTbHbIe
JaHHble PabOOTHMKOB W BOCIIMTAaHHUKOB, TIpU ee 00paboTKe, XpaHeHWMM U TMepejaue
CreLiaJTM3MPOBaHHBIMU CPe/ICTBaMU 3all[UThI.

HomkHo ObITb  obOecriedeHO  Ha/lWuve  HaZjieXKalllux,  3allldIeHHbIX  OT
HeCaHKLIMOHUPOBAaHHOTO UCII0/Ib30BaHMUsl, MEXaHU3MOB PerMCTpal[UU U TpeAyIIpeKaeHUs
aamunrctparopa AUC o ro6bix COOBITHSIX, OTHOCAIIMXCS K Oe3omacHocTu AVIC.

HNomkHo  ObITb  ObOecrieyeHO ~ Ha/WUMe  HAJJIeXKal[uX W KOPPEKTHO
(YHKLMOHUDYIOIIUX CPeJCTB aJMUHHACTPUPOBaHUsS 0Oe30racHOCTH UH(OPMaIMOHHON



CUCTeMbI  [IOIIKOJIBHOTO  00pa30BaTe/IbHOTO  YUPEXK/EHWs,  JOCTYIHBIX  TOJBKO
YTIOJTHOMOYEHHBIM a/IMUHACTPATOPaM.

JomKHBI OBITH TTPEJOCTAB/IEHBI MeXaHW3Mbl ayTeHTH(UKALUH, 00ecTieurBarolme
a/IeKBaTHYI0 3alllUTy OT TPSAMOIO W/IM YMBIIUIEHHOTO HapyileHusi 6e3omacHoCTH
HapPYIIATEISIMHA C HU3KUM IOTEHIMA/IOM Hara/leHusl.

HNomkHbl ObITH 06ecrieueHbl MeXaHW3MbI TeHepaluy, HaZljie)kalllero 1 3aluilieHHOTO
pacripefie/ieHUs, yHUUTOXKeHUs] K/IOUeBOW MHGoOpMalMM, a TakkKe MeXaHU3MbI
M poBaHUs, U POPMUPOBAHUS 3/1EKTPOHHOW LIM(PPOBOM MoANMUCH. [laHHBIE MeXaHH3Mbl
JO/DKHBI (PYyHKIIMOHUPOBATh B COOTBETCTBUH C CePTU(MHUIIMPOBAaHHBIMU aJlTOPUTMaMH.

4.3. TlonuTtyrKa ¥ 11e/i 6e3011acCHOCTH 7151 cpefibl GyHKIMOHUpoBaHus AVIC

Cpena ¢yukumonupoBanus AVC fgomkHa obecrieunTs cCiiefjoBaHUe TIPHUBeeHHBIM
HIDKe TIpaBWiaM 0e30T1aCHOCTH:

HNomkHa ObITb obecrieueHa WHKeHEPHO-TeXHUUECKas YKPeIJIEHHOCTb OOBEKTOB
pa3MellleHusi CUCTeMbl 00pabOTKH, XpaHeHHWs W Tiepefaud WHGOPMAIUH, COep Kalliei
CBeJIeHHsI O TTePCOHABHBIX JJaHHBIX.

OOBeKThI pa3MeleH|s] CUCTeMbI 00pabOTKH, XpaHeHHs U Tepejaud WH(OPMAaLWH,
cofieprkailiel cBefleHHsI O TIePCOHAMBHBIX [JaHHBIX, 0/DKHBI OBITH 000PY/I0BaHbI CUCTEMOM
OXpaHHOU CUTHa/IM3aLH.

HNomkHa ObITh HCK/IHOUE€HAa BO3MOXXHOCTb HeCAHKIIMOHMPOBAaHHOTO (hr31ueCcKoro
JoCTyna K TIpOrpaMMHO-arirapaTHbIM 3/ieMeHTaM CHUCTeMbl 00pabOoTKW, XpaHeHUs U
nepefaur UH(OPMaLUM, CofiepXKallleli CBe/leHHsI O TIepCOHA/IbHBIX AAHHBIX, CO CTOPOHBI
TIOCTOPOHHUX JIHII.

Ha oOwbekrax cucrtemMbl 00pabOTKH, XpaHeHHsI U Tiepefiaud HWHGOpPMaIWH,
cofiep)Kailleli CBefieHUsI O TIepCOHA/BHBIX JAAHHBIX, O/DKHO ObITH oOecrieueHO Hanvuve U
HajlJieXXalljee UCIo/Ib30BaHe CPeACTB aHTUBHUPYCHOW 3all[UThl, CEPTU(GUIIMPOBAHHBIX 10
TpeboBaHusM Oe3ormacHOCTH. [lo/DKHO OBbITH 0OOecTieueHO pery/isspHOoe OOHOBJIEHHE
AHTHUBUPYCHBIX 0a3.

OOBeKThI crcTeMbl 00pabOTKH, XpaHeHHs W Tiepefaud WHGOpPMAaI|H, cofiep Kareit
CBeIEHHUSI O TIepCOHA/IbHBIX [JaHHBIX, [JO/DKHO OBITb TIOAK/IIOUEHBI K BHEITHUM
BBIUKC/IUTE/IbHBIM CeTsIM 00111ero Mo/b30BaHUsI C MCTIOIb30BaHUEM HaZljieXalllix CpPe/iCTB
MeXXCeTeBOT0 3KpaHHPOBaHUsl, CepTU(HUIMPOBAHHBIX 10 TpeboBaHUSIM 6e30MacHOCTH.

Ha o6bekrax cucTemMbl 00pabOTKH, XpaHeHHsT W Tiepefaud HH(OpMaIH,
cofiep)Kailleli CBe/leHHsI O TIepCOHA/IbHBIX IaHHBIX, JO/DKHO ObITH 00ecrieueHo OTCYTCTBUE
HeIlITaTHBIX TPOTPAMMHBIX CpPeACTB, He UMEIOIINX OTHOIeHWe K TIPOL[ecCy
(YHKIIMOHUPOBaHUS AOIIKOILHOTO 00pa30BaTe/IbHOTO YUPEXIeHHSI.

HNomkHbl OBITb 00ecrieueHbl YCTAaHOBKA, KOH(MUTIYpHPOBaHHWE W  yIIpaB/ieHHE
TIpOrpaMMHO-armapatHbiMu - cpefictBaMd AVIC B COOTBETCTBUM C PYKOBOJACTBAaMHU H
COT7IaCHO OLIeHeHHBIM KOH(HUTYPalLysIM.

[TepcoHam, OTBeTCTBEHHBIM 3a aAMuUHHCTpUpoBaHWe AVC, mpomkeH OBITh
OnmaroHaJ|@XHBIM W KOMITETEHTHBIM, W PYKOBOJCTBOBATLCS B CBOEH JeSITe/IbHOCTH
COOTBETCTBYIOII[eH JOKyMeHTaluel.

YrnomHoMoueHHbIe Ha paboty ¢ AVIC orepaTophbl J0/DKHBI OBITH G/1aroHaeXXKHBIMH,
PYKOBO/ICTBOBAThCSI B CBOeM paboTe 3KCIUTyaTallMOHHOUN AokymeHTaiueid Ha AUC, a ux
COBMECTHbIe [IeHiCTBUSI AOJ/DKHBI OBbITb HarpaB/ieHbl HCK/IIOUUTETHbHO Ha BBITIOTHEHHe
CBOUX (PyHKLIMOHA/TbHBIX 00s3aHHOCTE.
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